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Consultation: Entity Selection Profile entity attribute
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© This consultation opened on 14th March 2025 and closed on the 2nd May 2025. All comments
] Metadata Extension Schema for SAML should be sent to consultations @lists.refeds.org or added to the change log below.
1 V2.0 Trust Information 1.0
1 Background
1 Abstract: ) = O IdentityPython / pyFF Q 8 - + - {01 @. @ Federation operators have rules for entity registration to ensure a good user experience within that
1 I:;s document describes 2 federation. These rules are typically published in a Metadata Registration Practice Statement. When we
, procal metadata trust be <> Code (O Issues 18 1 Pull requests 5 (® Actons [ Projects [0 Wiki () Security look at a wider ecosystem where multiple federation operators register SPs and IdPs, we need
prioritization and selection rules. The rule that many people know about is the metadata combination rule
J Introduction in eduGAIN metadata aggregation, which enforces unique entitylDs. However, unique entitylDs are not
] SAML metadat. b " Extract trust |nf0rmat|0n from SP metad a‘ta #251 <> Code ~ sufficient to provide a good user experience in an ecosystem. Accurate and complete metadata (such as
1 pmvid:fs_al:l:rcg:lc:l:stem: - DisplayName and logos) will help people select the appropriate IdP when logging in, although this still
] of SAML metadata from sj leifj merged 26 commits into IdentityPython:master from enriquepablo:master (GJon Oct3, 2023 requires an individual to make the correct choice at login time. What if there was also a mechanism in
] metadata aggregators). metadata for an SP to describe which IdPs it would prefer to interoperate with? This Entity Selection Profile
aims to provide that.
] It is not Uncommon. for sery D Conversation 10 - Commits 26 E) Checks o Files changed 12 +1,009,389 -13 MEEE

Building on earlier work from SeamlessAccess, we are developing a profile that can allow SPs to identify a

) set of IdPs, either by entitylD or generically by registrationAuthority or entity attribute. They coined the term
enriquepablo commented on Sep 13, 2023 Contributor

Reviewers “trustinfo” although we're realising it's actually an entity selection profile. The first step is to define an entity
S . ,‘ leifj [su} attribute as a container for transporting selection rules and profiles. This step focusses on the current
All Submissions: § sloxsnan o SAML environment.
Have you checked to ensure there aren't other open Pull Requests for the
same update/change? Assignees

Have you added an explanation of what problem you are trying to solve
No one assigned

with this PR?

Have you added information on what your changes do and why you chose

this as your solution? Labels
Have you written new tests for your changes? None yet

Does your submission pass tests?

This project follows PEP8 style guide. Have you run your code against the Projects
‘flake8' linter? None yet
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Usage of the (draft) entity attribute in eduGAIN
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Type of filter

« All 3T use SeamlessAccess as discovery service

o 28 filter rules are straightforward, targeting specific
metadata sources or registrationAuthority values

2 filter rules select IdPs with Sirtfi v1

« 1 SP has a complex filter with several profiles defined,
including profiles with explicit list of IdPs




Next steps

* Finalise updates after consultation
 Put specification to the REFEDS Steering Committee for ratification

» Phase 2: work on filtering rules

- Definition of rules
Default behaviour with one profile
Combination rules to include "OR”
Documentation
Tools for generation & verification

You can find information about the working group at https.//wiki.refeds.org/x/C4AqDw
or on the eduGAIN Slack channel #refeds-trustinfo
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