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Since the last update

● Re-engaged the group

● Key topics
○ IoLR requirements - Is there a subset needed for current practical application?

○ How to support IoLR services being baked into Identity Hubs: CILogon eduTEAMS, Cirrus 

Identity, others

○ ORCID’s consideration for ORCID iDs and Records to be an enabler of these hubs



Open questions

● Is a non-SAML IdP an option?

● What are the true costs to run or support a IoLR service?

● What are the setup costs to meet the obligations of running an IoLR service?

● What incentives need to be put in place to encourage desired behavior?



Areas for further exploration

Is SAML required to be an IdP / IoLR?

● Registration as a Federated IdP

○ R&S for IdPs are closely linked to SAML-specific attribute release

○ Technical basics for IdPs assume SAML-based implementation

○ Federation registration may require SAML implementation? Is SATOSA translation enough?

● SAML Interoperability Profile / Browser SSO Deployment Profile

https://spaces.at.internet2.edu/display/InCFederation/Recommended+Practices#RecommendedPractices-TechnicalBasics


Areas for further exploration (cont.)

Enhanced Client or Proxy (ECP)

● Is there an OIDC or OAuth 2.0 equivalent that accomplishes the same goal?

● How critical is it for every IoLR to meet this requirement?

NIST AL2 or Above

● Many IoLR users vet individuals themselves. How important is IdP-provided identity proofing?

● Requires remote or in-person identity proofing as in SP 800-63A

● Other models for proofing? Via institution assertions?

https://pages.nist.gov/800-63-3/sp800-63a.html


Challenges of ORCID being a direct IoLR

● ORCID is not SAML-based

● Not ORCID’s primary mission

BUT…

Could enable those providing IoLR services…

Let’s consider further...



Pilots: can ORCID be an enabler IoLR?

GEANT eduTEAMS Identity Hub

Existing uses of ORCID as IdP

● CI Logon

● Other research VOs

● Publishing platforms



Some ORCID-specific slides...



Considering ORCID’s mission

Potential impact to ORCID mission-based services

● IoLR work can’t detract from ORCID’s mission to link researchers & research

Resource support for this work

● ORCID must support its non-profit activities; Current business models don’t support providing this 

service. New models would be needed.

Increased service level expectations

● ORCID use as an IoLR would change the frequency of ORCID use by researchers. Implies increased 

support, redundancy planning, and infrastructure needs - costs are unclear



Considering IoLR guidelines
2015 IdPoLR WG final working paper
https://docs.google.com/spreadsheets/d/1U1A8kfpumGnFydPNVuBnf2dZD4XJzwEwp6Yfq2-3PHs/edit#gid=0 

● 15 requirements - ORCID meets 13 (87%) 
● One requirement requires further analysis; One ORCID does not meet

2018 REFEDS IoLR WG Self-assessment form
https://spaces.at.internet2.edu/display/IDPoLR/IdPoLR+Working+Group+Final+Report 

● 14 requirements - ORCID meets 9 (64%) 
● Three require further analysis; Two ORCID does not meet

https://docs.google.com/spreadsheets/d/1U1A8kfpumGnFydPNVuBnf2dZD4XJzwEwp6Yfq2-3PHs/edit#gid=0
https://spaces.at.internet2.edu/display/IDPoLR/IdPoLR+Working+Group+Final+Report
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